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Agenda

* Afirst milestone: MPC5643L

e Device versus Process Certification (institutionalize)
e Safety Management

e CM and CC process and definitions

* Confidence in use of software tools

* Hazard Analysis and Risk Assessment

e Safety Requirements

* Verification

e Conclusion and Outlook
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A first milestone: MPC5643L
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http://www.nxp.com/safeassure

Institutionalization

Do we need to certify every device ?
Can we afford this ?

DESIGHN AND VERIFICATION™
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Device certification

useful but cannot be

/ used as is

Tools & Flows
(not 1SO26262

certified) 15026262
certification
effort
by external body

1SO26262 specific
deliverables

1SO26262
device
certificate

extensive effort

investment
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Safety Process Certification

1SO26262 process

certification by external | [
body

invest here

Tools & Flows
ISO 26262 certified

invest in training

use “as is”

1SO26262 safety
case & deliverables
to customer

IS'026262. : Y  internal
device specific certification

deliveralbes

reduced device specific

certification effort | ... 2016
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Key aspects for moving
from device to process certification

e Safety Management

e CM and CC process and definitions

* Confidence in use of SW tools

* Hazard Analysis and Risk Assessment
e Safety Requirements

I11Put in place tools!!!

further elaborated in the following >

DESIGN AMND VEHIZFQA-I'éDN"
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Safety Management

e Safety Plan
— template specifying the complete set of safety activities

— defines the mapping of safety related activities and
information to the standard development flow

* Safety Case
— specifies all work products and corresponding information

 Development Interface Agreement (DIA)
— required for distributed development of SoCs/IP blocks

2016
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Safety Management

* Introducing safety related activities into the standard
development process for SoCs and IP blocks
— specifies phases, quality gates and associated checklists
— 1S026262: confirmation reviews (w/ independence level)
— supported by an internal tool (QMS)

Product Revision Rev. 1.0 m‘ W Final Rev.forProduction
Product Definition Product Development Product Manufacturing
S e Concept Feasibility Planning Execution : : M.amfactum : End of Life
Cyde . ; Prototype e Pilot Certification | Production
AN AN AN\ A5FirtBuild | RilFreeze | Tape Out | Validation ‘
Phase Gate TOcutly/ NO cut2.y%
Milestone ! . ) ]
3 ‘ : b I I
Start Lifecyde Alma Beta Certified Start EOL EOL
Define producttype Funcb:nal Speof.cat:on Product '
QM oriS026252 ASIL Pr otntypes Compl ant FunctionglSafety
' - AssessmentReport |
. Sofety Cose )
—————— ke o s el e e e e e e e s s s e e e s e e e e 'I
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CM & CC process and definitions

* Configuration Management (CM)
— identification of CM items: IP, SoC databases, tools, documents

— release procedure(s): lifecycle (LC) based, quality goals,
reproducible

— configuration item verification, data retention and archival

* Change Control (CC)

— access control, analysis of change requests and their impact
— change control process and procedures
— notification of changes, defect tracking

Scope: every work product - defines roles & responsibilities,

how to achieve compliance (2016
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CM & CC Example

Frontend Release

Generation Process Prev. Actual s e =
BOM BOM defines
list of
IP blocks

For review by |Modified| generates

Design Lead IP setup.tcl
generates//
é/// Directory tree
of any IP block
Eoritvol complete and consistent as defined by
e e e SoC & IP configuration the IPDSS
e oo
. controls
Resignavng A4 . basic release
Database bt inte checks message
empty workspace : :
S s Conflguration apply release tag

\ release baseline / 5312
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Confidence in Use of Software Tools

1SO26262 requires for every tool used to determine the
level of confidence in use of a software tool
* Need to rely on the correct function of a software tool

* Minimize the risk for systematic faults in the developed product
due to malfunctions of a software tool (generation/verification)

— Tool Impact (TI11/TI2):
Possibility that a malfunction can introduce or fail to detect errors

— Tool error Detection (TD1-3):

Confidence in detecting Tool Confidence Level Tool error Detection

or preventing such errors M1 | T1D2 D3

111 ICLI ICLI ICLI

Tool Impact
m TCLI TCL2 TCL3

=>» Tool Confidence Level (TCL1-3)

2016
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Confidence in Use of Software Tools

e |dentified the need for some more formal classification
criteria for Tl and TD w.r.t. EDA tools

Development flow

L ((C

* Tailored to specifics of EDA m
— frequent releases, bug fixes [[uwsm| | = o | |mion
— deep, connected flows e - g ®
— tight interaction w/ vendors = I e
. et « verification data
* Must take into account -
scripts and/or generators T «J g

results

for inputs and result checks
* |dentified assessment elements that can be reused

2016
accellera - DV LI
© Accellera Systems Initiative 13 CONFERENCE AN SXHBTION

SYSTEMS INITIATIVE



Confidence in Use of Software Tools

NI

Design Interoperability Home
DTMS Home

Dashboard Portal

DTMS Website Help

NIT Access Control

NIT Documentation

Taxonomy Home

Ticket
READ BEFORE
SUBMITTING

Submit Bug

Submit Enhancement
Baseline Flow Regquest
Bug FAQ

Enhancement FAQ

Flow/Tools

Flow!’
RTL to Manufacturing
RTL to Manufacturing

RTL to Manufacturing
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Summit Resources

TSO DT M&F MSO

View and Manage SOC Info

People Search

view | | create | | copy| | unlock | | TR policy | | 15026262 || history | | check mTR |

Details for "Quasar3 soc version cut1"
Id#

Type

Name

Version

Lifecycle State
Short Description
Info

Release Date
Technelogy
Processes

Design Database
Primary Contact
Source Component

Base Tool
Flow Atom

Name/
CDC Checking lec
Gate Equivalence Cheoks lec

Logical Synthesis

rti_compiler

Tool Label’

Conformal LEC

Conformal LEC

RTL Compiler (rc)

© Accellera Systems Initiative

Version'’
14.20-p100
14.20-p100

14.10-s022_1

14

Package’

cadence-confrml-
/14.20.100
cadence-confrml-
/14.20.100

cadencero/14.12.000

i » |
All Freescale Search | [}

15026262/

completed

approved

completed

Tool support for evaluation: NIT

« Documents tool related information, inputs/outputs

* Provides relationship to the IP/SoC development flow
« Captures I1IS0O26262 evaluation and argumentation
Enables re-use of all captured information

Source’ Comments !

thiz from Tool Repository
component |setup

this from Tool Repository
component |setup

this from backend Tool

component | Repository setup
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Hazard Analysis and Risk Assessment

* Semiconductors - Safety Element
out of Context (SEooC)

* Failure Modes, Effects, and
Diagnostic Analysis (FMEDA)

— ldentifies failure rates A, failure modes,
and diagnostic capabilities for error
causes and their impact on the SEooC

— Quantitative numbers for failure rates
need to be provided (= data
extraction)

— 15026262 specifies the diagnostic
coverage required for a specific ASIL
level

* Fault Tree Analysis (FTA)

SYSTEMS INITIATIVE
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Single Point Fault
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Latent Fault
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Common Cause Failure

ndul
indino
1931102
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Hazard Analysis and Risk Assessment

“Dynamic FMEDA” - FMEDA tailored to an actual application
and its environment

Window and Logical
Software Functional Self Test Routine Lockstep Safety Relevant Core 2 Temporal Core and DMA M?njtm Watchdog
for Core supported by Hardware enabled - Redundancy implemented and MPU Enabled MMU Enabled
periodically executed within Fault SECM_STATUS SSCNLST::f;LSM]-D [recalculate on same coreor | detecting faillure within MPL_RGO: TLEQCFG, ...
Tolerant Time Interval [LER] =1 doule move with same DMA) Fault Tolerant Time

Interval

Diagnostic Coverage of Self Test ‘Window Monitoring

Reciprocal comparisom

Routine Watchdog configured
30% diagnostic coverage
Software Test within Fault Tolerant Diagnostic Coverage of Logical Monitoring
Time Intarval Reciprocal comparison ‘Watchdog configured

lIAENOSTC COVerars

Replicated Software use

Software Test supported by hardware 0g diagnostic coverage

different SRAM block
Reciprocal comparison
within Fault Tolerant Time|

Target Achievement respective to IS0 26262 and IEC 61508 Ed. 2.0

50% diagnostic coverage

Single-Point Fault Metric: ASIL D requires a Single-Point fault Metric = 99% \
Latent Fault Metric: ASIL D requires a Latent Fault Metric = 9094 \
SFF: SIL3 requires a Single-Point fault Metric = 9904 ‘h

lSPI-‘ + lRI-‘ {15026262 ], lDIJ [IEC&lSﬂ‘B]: ASTL D & SIL3 requires a single point or dangmmundetmedfaﬂureraten{sy]

Aioeal 1s026262° 1,38E-07 h'? l

Aiotal 1ECE1 508 1,38E-07 h™? \I\
2016
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Safety Requirements

1SO26262 specifies
safety requirements
that can be mapped to:

* Development Process

Conceptual
Safety
Decisions

* Usage assumptions:
Safety Manual (SM)
* Requirements for the
SEooC implementation
— SoC and architecture ‘ , j — Implemented by ).
— individual IP blocks - & '
Refinement is required !!!

Reused IPs

DESIGMN AND VERIFICATION™
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Verification : Requirements

Verification of safety requirements Safety Requirements
involves several aspects:

e safety requirement refinement
—> capability to trace up <-> down

* mapping of safety requirements SoC Guide
— onto a set of IP block specific features , ‘
] . ) . * Requirements = Features
— on a combination or an interaction « Features = Requirements

between IP blocks (SoC, architecture)

* Must ensure complete coverage

— Complete traceability down to
verification results

FEAITURLES

» Implemented on the SoC
» Implemented within IP blocks

2016
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Verification : Features

Equivalent flow for

Mapping of safety specific SoC and module level
requirements onto features Tagged
] o .\ Specification fm

* Permits full reuse of existing

flows for feature verification | eractreatures
 Provides a common and 6 \éiﬂg'ecfg',gﬁ

consistent verification of all /

Read in vPlan

features (w/ or w/o safety and test list

relationship) 'eManager l'é:?fe?%é'é
* Enables reuse of verification Crfe Regg;onk

items across different SoCs, even ; @

for different safety architectures

accellera - DV LI
© Accellera Systems Initiative 19 CONFERENCE AN SXHBTION

SYSTEMS INITIATIVE



Summary and Outlook

* Certifying every individual SoC can be very expensive
— SEooC limits re-use of certification
— be prepared to deliver what customer needs to certify it’s system

* Institutionalize a safety aware development process can cover
many aspects of the 1SO02626

— move to process certification by making use of similar aspects of
your SoC projects

— drive integration into existing processes and flows
— drive usage of tools

— certify integration

— be careful and continuously adjust and improve

2016
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Thank you for your attention!
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